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Abstract. Data privacy and security are major concerns in any location-based
system. In majority of location-based systems, data security is ensured via data
replacement policies. Data replacement or hiding policy requires additional mea-
sures for providing required security standards for Industry 4.0.Whereas, cryptog-
raphy primitives and protocols are integral part of any network and can be re-used
for ensuring user’s locations in Industry 4.0 based applications. In this work, an
application has been designed and developed that usedRSAencryption/decryption
algorithm for ensuring location data’s confidentiality. The proposed system is dis-
tributed in nature and gives access to location’s information after users get authen-
ticated and authorized. In the proposed system, a threshold-based subset mecha-
nism is adopted for keys and their storage. Server is designed to securely store the
location information for clients and provide this information to those set of clients
or users who are able to verify sum of subset of keys. This work has elaborated the
location-based data confidentiality designs in a distributed client/server environ-
ment and presented the in-depth systemworkingwith different flow diagrams. The
command line and graphical User Interface (GUI)-based implementation shows
that the proposed system is capable of working with standard system requirements
(i5 processor, 4 GB RAM and 64-bits operating system). In addition to location
information, system is able to provide much important information (including IP
address, timestamp, time to access, hop count) that enhances the overall system
capabilities.
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1 Introduction

Location-based services are found to be rapidly evolving in various real-time applica-
tions [1]. The location-based services are integrated with application after small to large
scale testing by different research groups [2]. Location-based services integrated with
communication devices provides various capabilities including location tracking over
Google Maps, queries execution subsystem, individual’s sensitive information fetching
and sharing, privacy concerns etc. [3]. These capabilities are useful if the system uses no-
replacement mechanisms for providing/sharing location-based information. In replace-
ment mechanisms, real-user data replaced with fake one and it is processed through
location-dependent queries. In location-based queries, source querying location identi-
ties cannot be efficiently executed if replacement policy is followed. Thus, other data
security and privacy policies need to be discussed and presented.

1.1 Motivation and Our Contributions

In existing location-based system [1–4], there are many shortcomings like (i) the
replacement-based data hiding system is easy to break. This can lead to easy attack
over user data. As users keep on changing the locations and data is updated regularly,
the chances of tracking user’s movement is much easier, (ii) similar processes of data
hiding are applied to complete data. In this process, a disgruntled person can easily
compromise the whole data if data security and privacy are not ensured properly. The
disgruntled user can collude the stored data with unknown or fake data such that the
complete data become meaningless. (iii) it is easy to find the source of location provider.
Thus, any user which practices such processes in the complete execution can identify
such activities easily [4]. Specifically to location-based systems or services, the various
challenges in existing systems are briefly explained as follows.

• The majority of existing location-based system uses data hiding (with data replace-
ment) policy for security. Such practices can lead to many attacks easily. Thus, they
are not useful in real-time applications.

• The existing location-based system is easily prone to attacks because it is easy to
manipulate data using high computational devices. Thus, formal system and software
practices are required that enhances the location-based services capabilities and shows
better results for real-time applications.

• Increasing the system complexity to achieve data security using cryptographic prim-
itives need to be analysed for better performances. Thus, trade-offs between security,
performance complexities and security levels are important to discuss, study and
experiment.

In this work, software engineering-based methodologies are discussed to design and
develop location-based system. In this system, 5 P’s and their importance are discussed
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for location-based system [1]. The location-based system and services are required to
derive and developmany real-time applications [2]. Thiswork has discussed the location-
based system project charter with detailed project plan. This plan is useful to achieve
real-time application within specific, measurable, achievable, realistic and timely devel-
opment process. Here, cost estimation is also performed to show the importance of
discussed project charter and project plan. Thereafter, software project requirements are
discussed to develop location-based secure datamanagement system using cryptography
primitives. Next, the feasibility analysis is performed that discusses economic and tech-
nical system feasibilities. In continuation, a software architecture is proposed that helps
in developing location-based services for various applications. In thiswork, the discussed
architecture explores the communication process that can help in inter-process communi-
cation for integrating location-based services. In the proposed distributed location-based
system, sum of subset algorithm is used for integrating location services. These location
services are useful in providing data access to authentication user only. The sum of sub-
set approach is enhanced with encryption/decryption process using RSA algorithm [5].
To manage the distributed system, a server/client environment is suggested that helps in
measuring the system performances and increases the chances of location-based system
adaptability in applications. This work presents the system design as well. In the system
design, system flow is explained using use-case, activity and sequence diagrams. Finally,
implementation details are discussed that uses encryption/decryption processes for han-
dling distributed architecture. The implementation section shows the system outcomes
as well.

This work is organised as follows. Thereafter, Sect. 2 discusses related work, Sect. 3
focuses over systemmethodology. Here, software engineering practices are explored for
detailed study and system development. These software engineering practices explains
the project plan that can act as an example for overall system development that would
be useful for any system integrating location-based services. Section 4 shows the eco-
nomic and technical feasibility analysis. Section 5 explains the proposed architecture
incorporating communication processes, proposed algorithm for location-based infor-
mation gathering, encryption/decryption processes using RSA algorithm and distributed
client/server environment. Section 6 explains the system design and flow. Section 7
presented the system integration and testing processes executed to test the system
functionality. Section 8 shows the system execution. Finally, conclusion is drawn in
Sect. 9.

2 Related Work

This section discusses the existing works of location-based services. Nosouhi et al. [17]
identified the problem of dishonest user’s fake location and provide location proof-based
concept in the proposed approach. The proposed approach has concentrated over increas-
ing the security and privacy concerns that includes prover-prover collusions with special
concentration to reduce location privacy threats. Authors used Blockchain technology
and proposed distributed and decentralized scheme for location proof generation and ver-
ification. Here, every prover need to broadcast its location to neighboring devices which
in-turn uses peer-to-peer network for better short-range communication interface-based
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location sharing system. In experimentation, it has been observed that performance of the
proposed approach is reliable with Prover-Prover and Prover-Witness based approach.
In comparative analysis, it has been observed that the proposed approach outperforms
the currently deployed proof-based scheme. The implementation is performed using
Android-based platform and results show that performance is an important parameter to
say that the proposed approach is comparatively better. Thus, the proposed blockchain-
based architecture is capable of establishing dynamic trust and integrating score-based
approach for enhancing location-based precise identification scheme. In conclusion, the
proposed architecture and implementation-based solution is an effective approach to
enlarge it at a large scale for realistic observations.

Tang et al. [18] concentrated over improving the healthcare services using system
enabled with fog and cloud computing services. Here, location-based services play an
important role in medicine, patient identification and location other healthcare services.
Location-based services are useful in various healthcare’s subsystems including emer-
gence healthcare services, healthcare (medical or personal) notifications, healthcare sup-
ply chain and other subsystems. Location-based services are critical system of healthcare
services. If such healthcare system can be fully implemented and followed properly with
its full advantages then real advantages can be realized. For example, patient’s data, its
secure storage and retrieval, and sharing are important parts of any health working sys-
tem. Here, location-based service can collect the required data timely and process for
desired statistics and outcomes.

Tian et al. [19] discusses the characteristics of location-based services. In these
characteristics, importance is given to location privacy features that may cause potential
threats to different applications. Thus, security and privacy aspects are important to
discuss and evaluate for application-based scenarios.Authors proposes a location privacy
preserving system using cloud-of things that hides user’s trajectory privacy. Here, user’s
moving behaviours is analysed using Markov chain that interconnects the activities. In
this way, it would be much easier to identify the set of activities and provide the useful
data. A cloud-based fast real data hiding and display different statistics-based system is
useful inmany terms including ensuring security concerns, fast data processing, statistics
generation and easy to understandvisualization. In experimental results, it has been found
that performance can be measured in terms of moving steps, cloaking threshold score
and anonymity value measures. Thus, the system is effective and efficient to tackle fast
location-hiding options to various applications. This recent work gives an indication of
importance of location-based system to latest applications in different sectors.

Alam et al. [20] explored the importance of IoT-based location detection services
for interaction and communication in 5G technologies. The centralized approach with
neighbouring devices network construction and connectivity architecture is designed
and experimented to share knowledge-based data with several nodes. The integration of
cloud and MANET structure creates an efficient and secure approach for data commu-
nication in Cloud, MANET and IoT integrated framework. IoT-based location detection
and dynamic connection establishment and data transfer features make the proposed
architecture unique and efficient to be integrated in different realistic applications.

Ratajczak et al. [21] proposed integration of location-based system with building
and construction industry. The aim of this integration is to improve the overall industry
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performances as this industry lacks in meeting the deadlines and costs overruns. Thus,
location-based system with specified key indicators are useful in meeting customer
requirements. Further, system is extendedwith augmented reality-based system to have a
walkthrough that is need to develop an application-based scenario. The complete scenario
is simulated in a laboratory-based experimentation. Results show that the proposed
system/solution is very effective. A feedback-based approach confirm this as well. In
conclusion, the proposed system is recommended based upon semi-realistic scenario
construction and outcome observations. The proposed system does not addresses the
data security and privacy. The location-based data is having its own importance. This
importance reduces if data is made available at no cost. Thus, there is a need to extend
the proposed application-based system with security concerns.

Reddy et al. [22] discussed the importance of location-based services in Internet
of Things (IoT) with short range wireless technologies including Bluetooth, Wi-Fi,
ZigBee, and Global System for Mobile Communications (GSM). Integration of short
range wireless technology and location-based GSM system helps in identifying various
locations which in-turn is found to be helpful in control and operation of devices along
with user interfaces. In this work, it has been observed that context-aware application
relies over principles of context-awareness, modelling and reasoning. Various other
features that includes context application facts include architecture style, abstraction,
fault tolerance capabilities, uniquely identifiable services, privacy, security, data analysis
etc. In the proposed system, security, privacy and open research challenges are integrated
with location-based services which in-turn improves the overall system capabilities.
Thus, an application-based scenario is available to study the importance of location-based
services and possibilities of its integration with other systems.

Schmidtke et al. [23] discussed the importance of deploying location-based services
for COVID-19-pandemic situation. In this survey, the location-aware application pri-
marily focused over Big data construction, geospatial data analysis, visualization, data
related to spreading of disease and state of other emergency services. Data privacy related
to people’s real location are major concern in any location-aware systems. Thus, those
solutions are discussed that motivates users to share their private and comprehensive data
for analysis and other benefits. The web-based variations of data collection, analysis and
processing to other systems for spatial analysis and service providing are two privacy
preserving COVID-19 usage. The conducted survey has gone through the pros and cons
of this system. In a major finding, it has been observed that the key steps in developing
privacy preserving COVID-19 contact tracking application and taking maximum usage
of it are challenging but in-demand application especially duringCOVID-19 times. In lit-
erature, many such solutions are derived. Table 1 shows the comparative state-of-the-art
work analysis for recently developed location-based system. This comparative analysis
also shows the pros and cons of the techniques taken for comparative analysis.
Critical Analysis: In literature, various lightweight and traditional cryptographic prim-
itives are discussed for different applications. These cryptographic primitives can be
used for resourceful and resource constraint environments. The performance of these
primitives varies from system to system under different configurations. Location-based
services can be implemented over both resourceful and resource-constraint environ-
ments [24]. The major challenge in integrating location-based system with existing
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Table 1. Comparative state-of-thework analysis for recently developed and/or discussed location-
based systems.

Author Year A B C D Pros Cons

Nosouhi et al. [17] 2020 Y Y Y I Used blockchain
technology for
verification
Proposed trust and
incentive-based

All security
dimensions are not
considered for
implementation
User-interactive
location-based service
is required for better
statistics

Tang et al. [18] 2019 Y N Y T Generalized cloud
and fog
computing-based
proposal is made for
healthcare system
The location-based
services can give
more precision and
importance to

Lack of software
practices does not
ensure that the
developed system is
capable to integrate
unknown situations
which may fails the
critical system
understanding

Tian et al. [19] 2019 Y N Y I In this work,
cloud-based
architecture is
proposed that handle
the user’s movement
and capabilities to
ensure data sharing
functionalities
This work has
proposed a
replacement strategy
for hiding the true
user’s location and
maintain data security
and privacy concerns

Lack of software
practices does not
ensure that the
developed system is
capable to integrate
unknown situations
which may fails the
critical system
understanding
Security aspects from
multi-dimensional
viewpoint should be
considered and
validated to say that
the proposed system
is efficient in realistic
applications

(continued)
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Table 1. (continued)

Author Year A B C D Pros Cons

Alam et al. [20] 2020 N N Y I Cloud, MANET and
IoT-based framework
is unique in providing
quality services to
data exchange and
management
The proposed
framework provides
various features using
integrated
technologies that are
beneficial for flexible
and advanced data
management

Lack of software
practices does not
ensure that the
developed system is
capable to integrate
unknown situations
which may fails the
critical system
understanding
Major focus is drawn
towards network
construction and data
management rather
other data related
issues including data
security

Ratajczak et al. [21] 2019 N N Y I & S This work proposed
location-based system
with augmented
reality concept for
construction and
building
The location-based
system is useful in
handling construction
industry efficiently as
observed from
laboratory-based
small scale
implementation

Security issues need
to be addressed
especially data
security aspects. The
location-based data is
important for
experimentation and
if data is revealed
with no cost then
importance of this
data reduces
Smart and sustainable
infrastructure solution
could be proposed for
construction industry

(continued)
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Table 1. (continued)

Author Year A B C D Pros Cons

Reddy et al. [22] 2019 Y N Y I Focused over
context-aware
applications,
architecture and
services
Location-based
system is one part of
the complete system.
Thus, it helps in
understanding the
possibilities of
location-based system
integration with other

Security and privacy
concerns are partially
discussed. There is
need to discuss
multi-dimensional
security aspects to
protect the system
from large set of
attacks
GSM-based location
services have large set
of existing
applications.
However,
IoT-integrated
applications require
distributed
location-based
application. Thus,
new solutions are
required to
incorporate the
additional
requirements

Schmidtke et al. [23] 2020 Y N Y N This work has
surveyed
location-based system
in recent work
A classification of
location-based
services with different
short-range
technologies can be
explored

Detailed survey over
security aspects in
location-based system
is required

A: security and privacy concerns, B: prover-prover collusions, C: location-based service (gen-
eration and verification), D: implementation (I)/simulation (S)/theoretical model (T), Y: yes, N:
no

real-time applications include: (i) data privacy is a major concern in location-based data
collection and sharing. Thus, it should be explored with different security dimensions,
(ii) location-based system need system specific solutions for integration and enhanc-
ing existing application capabilities, (iii) system specific location-based attributes are
important to study and relate before designing and implement it in real-time applica-
tions, (iv) location-aware data storage is necessary to study because large user’s network



Design and Implementation of Secure Location Service 405

can generate large amount of data which require analysis accordingly, and (v) location-
based services are providing advantage in many futuristic applications. Thus, the scope
of location-aware data, its location and importance to other need careful considerations.

3 Methodology

In the overall system, software engineering methodologies and practices are followed
to learn and analyse the progress. This section discusses methodology and more details
are presented as follows:

3.1 The 5 P’S

The success of a project depends on management whether we manage it properly or not.
Through the original methodology, we have prepared our own methodology [5].

• Process: Agile development life cycle is the base of our project. This method is
opted because functional requirements of this project are explicitly stated rather than
dynamic ones. Besides, more time is allowed to work on programming to assure the
quality of the product.

• Project: Completion of project took 7 months. One of the prominent goals is to
create desktop application in which one’s location can be automatically retrieved that
coordinate through secured channel accessed by authorized personnel.

• Product: It includes a mobile or web based application or web service and a manual
to explain the development of this product step-wise.

• People: It includes the target audience such as learning institutions or common people.
Adarsh Kumar, Kamalpreet Kaur and Priyansh Arora (Co-authors) are stakeholders
of this project.

• Problem: There are many security concerns due to leakage of location information
through various applications.

3.2 Project Charter

Project charter contains the following components [6]:

• Expectations of the Customer:
Todevelop aweb-based application for providing security about the user’s location

(user gives prior permission to share information of location)
• Project Scope:

To use RSA algorithm for encryption of user’s location and issue an access to
certified user.

• Analysis Technique for Interaction:
To implement this project after analysis of data.

• List of Stakeholders:
The main stakeholders are Adarsh Kumar, Kamalpreet Kaur and Priyansh Arora

(Co-authors).
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• Deliverables of Project:
Functional requirements are the project outcomes.

• Evaluation Procedure of Project:
To run various tests to evaluate the working of project in to check whether this

project is performing encryption and decryption of user location contains longitude
and latitude value.

• Projected Timeline:
This project has been completed in 8 months, which has been estimated using

Program Evaluation and Review Technique (PERT) method.
• User Training:

There is no need of user training, because it is real-time system.
• System Maintenance:

This project is developed in such a way, which can be self-maintained easily. If
there is a need to maintain manually, then it could be easily done without making an
impact of stored data.

3.3 Project Plan

S.M.A.R.T Analysis: “SPecific, Measurable, Achievable, Realistic and Timely”
To develop a technique which is able to perform the encryption and decryption without
any interference, can be completed in 7 months (99% possibility) [7]. We can create a
working prototype of the proposed idea within 3 months to demonstrate its working.
Table 2 show the work breakdown structure of project and length of various activities is
estimated using PERT chart.

Cost Estimation/Budget
No costs for devices or system installation because whole equipment is typically owned.
The development of the system will use free software that includes Qt which is also
free of expenses. Most of the time would be consumed by programming and testing.
Research will be on track just after the development of the software, which spends less
time than expected. Programming will consume lot of time due to development based on
agile model. Moreover, it is more appropriate for smaller projects with less challenge.

3.4 Requirements Specification

Function Requirements:

• Web-based application as a functional prototype, which can secure the location
using encryption and decryption and also forward this information using secure
network.

Non-functional Requirements:

• Reliability: Location of the user must be existing.
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Table 2. Project tasks and their dependencies

Task
ID

Task
name

Duration Start End Predecessor

T1 Requirement gathering 64 h 1/02/2020 09/02/2020 NA

T2 e-portfolio training 78 h 11/02/2020 22/02/2020 NA

T3 Project definition 16 days 22/02/2020 13/03/2020 NA

T4 Draft preliminary
software specifications

5 days 13/02/2020 18/02/2020 NA

T5 Add feedback
on specifications of software

1 day 18/02/2020 18/02/2020 NA

T6 Create timeline for delivery 1 day 19/02/2020 19/02/2020 T5

T7 Review of existing similar projects 90 h 20/02/2020 04/03/2020 MA

T8 Create working prototype 1 day 05/03/2020 05/03/2020 T7

T9 Implementation 21 days 06/03/2020 2/04/2020 T8

T10 Developer testing 21 days 06/03/2020 02/04/2020 T8

T11 Deliverables 700 h 24/03/2020 31/07/2020 NA

T12 Draft documentation 20 days 5/07/2020 9/08/2020 NA

T13 Final documentation 4 days 11/08/2020 22/08/2020 NA

T14 Prepare manual 2 days 26/08/2020 27/08/2020 NA

T15 Demonstration 1 day 07/09/202020 07/09/2020 NA

• Performance: The response time of developed application will me minimum as
possible.

• Safety: No tracing can be made during the deployment stage as the samples are
anonymously presented.

• Scalability: Should be able to maintain itself inasmuch there is no use of any data.

Software Requirements:

• To implement this application, there is a need of 64-bit Ubuntu/Windows OS.
• Geocoder

Geocoder is process of translating an address into a coordinates (longitude &
latitude).

• Python language for coding
• Pyuic for changing GUI to python code
• MySQL
• Python Qt Designer
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Python Qt designer designs a Graphical User Interface (GUI) for web-based appli-
cations for deployment. It is very easy to develop an application by downloading and
installing it. Qt Creator Integrated Development Environment (IDE) tool [8] is available
for the development of application. Moreover, the tasks such as building a project can
be automated and other tasks such as actions refactoring, checking code syntax, offering
semantic highlighting and writing code.

Hardware Requirements:

• 500 GB Storage
• 64-bit Architecture
• 8 GB Main Memory (RAM)
• Processor 2.16 GHz.

4 Feasibility Analysis

A feasibility study is applied for determining the possibility of a plan that includes
certainty of a projectwhether it is legally and technically possible aswell as economically
acceptable or not. It informs us about the how worth the investment on the project [9].
A project may not be achievable because of plethora of reasons, such as necessitate
numerous resources, which puts negative impact on these resources [11]. Consequently,
the performance of other tasks get alleviated alongside might charge greater than an
institute will receive back through taking on a project that isn’t lucrative.

4.1 Economic Feasibility

This kind of feasibility contains a cost/benefit examination of this desktop application,
supporting relations select the possibility, cost and other points associated with a task
prior to the distribution of budgetary assets [10]. It upgrades the validity of project assist-
ing users to choose the constructive financial benefits for the development of the project
[12]. We have utilized open source software such as “PYUIC”, “PYQT”, “PYTHON”
and “UBUNTU” to develop our application, which makes it economical.

4.2 Technical Feasibility

This kindof feasibility focuses on technical resources available to the institute. It provides
the assistance in case of taking decisions if the particular resourcesmeetmaximumvalue.
Technical attainability similarly comprises equipment assessment, programming, and
other advanced basics of the anticipated structure. For verifying the technical feasibility,
a working prototype of this application is developed [13]. The working of prototype
shows that feasibility of this project technically.



Design and Implementation of Secure Location Service 409

5 Proposed Framework

This desktop-based application contains 4 different modules. Command Prompt is used
to create client and server processes in this first module and then establish a connection
between them. In the second module, client sends a message to server, which contains
necessary input to create details of the location. In the third module, positional refine-
ments are generated to finalize the process of encryption. In the fourth module, system
provides access to the authorized users to encrypt and decrypt the message. For attaining
parallelism in Python code, the threading module is used. Initially, thread class repre-
sents a process which is running in an isolated thread. The development will be decided
by two ways: by rescinding run() method in the subclass or by passing a callable object
to the constructor, it surpass the run() and __init__() methods for this class. Then, it
calls start() method of thread to initiate the communication just after creating the thread.
Moreover, it controls the thread by calling an alternate run() method. After the start of
the development, thread’s state considers as “alive” and further, it does not treated as
“alive” once run() method stops its execution. The execution of run() method can be
stopped naturally or by creating an unhandled exceptional case. If the string is “alive”
then tests is alive() technique. Moreover, thread’s join() method can be called by other
threads. It will prevent to consider thread’s join() method will finish execution.

5.1 Architecture

Figure 1 shows the process of generation of positional details and starts the communica-
tion and then apply encryption to the input utilizing the interface of a particular interface.
The implementation of desktop application contains following modules:

1. Generating client and server process.
2. Use sum of subset algorithm to generate positional information.
3. Apply the encryption mechanism on details of the position.
4. Forwarding the encrypted and decrypted text to the user.

Fig. 1. System architecture of application
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5.2 Start Communication Process

Command Prompt is used to create client and server processes in this first module and
then establish a connection between them. Socket module provides an access to Berkeley
Software Distribution (BSD) socket interface, which can be run on various platforms
such as Windows, Mac or UNIX. Figure 2 shows a socket which is an anticipated
representation for the one particular terminal of a network communication channel.

Fig. 2. Initiation of communication process

Initially, server starts the communication and then interacts with client process to
verify the subset sum.

5.3 Using Sum of Subset Algorithm to Obtain Location Details

The process of using sum of subset algorithm [14] to obtain location details is shown
in Fig. 3. This second module manages the transfer of message from client to server
and contains the key information to make the positional refinements. In this scenario,
two numbers M and n are used to define issue of Subset Sum (SS) i.e. SS (n, M). The
Scenario of SS (n, M) is created by choosing a reliably irregular vector a ∈ Z n M, a
reliably arbitrary vector s ∈ {0, 1} n, and producing with T = a · s mod M. The main
motive of this process is to identify s using the value of T, a and n. The stability of
infringement SS (n, M) is depends on the proportion between n and log M, i.e. normally
indicated to as the depth of the happening of the whole subset. The Scenario, when n/log
M is under 1/n or bigger than n/log2 n, the issue can be solved in polynomial time [15].
Moreover, there is no necessity of calculations which needs under 2ω(n) time when the
depth is stable or uniform as little as O (1/log n). It is additionally realized that the subset
aggregate issue can just get more earnestly as its thickness draws nearer to one [16]. We
have developed a cryptosystem in this project and its security is relative to the stability

Fig. 3. Using sum of subset algorithm to obtain location details from server
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of the SS (n, qn) issue, where q is a positive entire number of greatness Õ(n). Figure 3
shows the utilization of RSA algorithm for encryption of important information about
the location of the user.

5.4 Encryption and Decryption of Positional Details Using RSA Algorithm

In this thirdmodule, positional detailswill be created to perform the process of an encryp-
tion is presented in Fig. 4. The encryption of details of the position will be performed
only if client is able to offer the proper sum. The value of proper sum is required for the
process of decrypt the details of position to the user. If client is not able to provide the
proper sum then positional details will not be shared with client and marked client as an
unauthorized user. Further, client shares its public key with the server as a sum of subset
using RSA algorithm and appeals to share data. Next, public key will be used by server
for encryption and shares the encrypted data with the client, who decrypts this data after
receiving it. The shared data is asymmetric in nature and this data can be decrypted by
the browser if third party contains the browser’s public key. If required subset will be
identified then position details will be encrypted with hexadecimal order of the ASCII
values and share with the respective user.

Fig. 4. Encryption and decryption process

5.5 Communication of Encrypted and Decrypted Positional Details to the Client

In this fourth module, server sends an encrypted/decrypted message to the user as pre-
sented in Fig. 5. When user shares the information about subset numbers then server
starts interaction with user. If the given subset number does not satisfy the sum of sub-
set algorithm then server denies to share positional details. Further, details of location
address would be shared with user or server refuses to share encryption details with
user. Server will respond with negative response “There is no subset with given sum, so
location details (longitude and latitude) will not be shared” if client is not able to obtain
a correct subset sum.

Fig. 5. Communication of location details to the client
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Figure 6 shows the execution process to enter subset sum. Client will select ‘n’ to
exit the loop and select ‘y’ to continue the execution process.

Fig. 6. Execution after acquiring the location details

6 Design Description

This section describes the design of the proposed work using three UML diagrams
such as use case diagram, activity diagram and sequence diagram. Figure 7 shows a
use case diagram to describe the interaction of user with the system. User initiates the
communication processes and giving the input for the creation of positional description
along with the information about the message to be encrypted. Further, server process
performs the encryption and decryption of message. Figure 8 shows an activity diagram
to start the communication process, where encryption/decryption happens and needed
input for positional refinements age is specified. Otherwise, there is a need to restart
the procedure. Figure 9 shows the sequence diagram to describe an interaction among
client process, server process, decryption and encryption. First, client-server starts the
communication using ports and give a feedback for the generation of positional details
and further, message will be encrypted or decrypted.

Fig. 7. Use case diagram
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Fig. 8. Activity diagram

Fig. 9. Sequence diagram

7 Integration and Testing

This section describes the performance evaluation, where various different inputs are
evaluated to identify the output after processing of set of operations. To start performance
evaluation, encrypted location will be issued firstly. Further, programmer provides the
destination address to port the server. The destination address can be edited if it is
required in the server’smodule. Next, socket is ready to listen the request of client. Server
shares that address after confirming the valid authentication. “Sum of subset problem”
is considered to validate the client’s authentication if client returns the required valid
subset sum and numbers shadowed by colon (:). After verification of valid client, the
location details will be provided by the server. After identification of correct subset sum,
the server provides details of position and client process is able to check the decrypted
and encrypted locations. Further, client can press “Y” to continue and can process “N”
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to exit the process here. The location details will not be shared with client if the sum
of subset is not verified correctly and server sends the reason of not sharing location as
“given subset cannot be found with given sum”.

8 Implementation Details and Results

The software and hardware requirements for this research are described in Sect. 3.
This section discusses the implementation details and working of proposed technique.
Figure 10 shows the screen that give the option to choose the processes. We have created
two processes here:

Fig. 10. Server/client process

• Server process is accessed by the person who has to share his/her location details.
• Client process is accessed by the person who wants to know someone’s location
details.

Figure 11 shows the window that opens when clicked on Server process. Port is
opened and socket starts listening at this point.

Fig. 11. Selection of server process

Figure 12 shows the window that opens when clicked on Client process. Here in this
window, sum and five numbers in the set should be given.
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Fig. 12. Selection of client process

Fig. 13. An output of server process

Figure 13 shows the output of server process when the client has entered the sum
and subset correctly. It discloses the location details (latitude, longitude) to the client as
he/she is authorized.

Figure 14 shows the output on the client process window i.e. the location details are
disclosed to him/her by the server.

Fig. 14. An output of client process
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Figure 15 shows the output where the client gives an unsatisfied sum and subset
combination, which implies that the client is unauthorized.

Fig. 15. Client is unauthorized

Figure 16 shows the output where the server recognizes the client to be unauthorized
and does not disclose the location.

Fig. 16. Server recognizes the client to be unauthorized

9 Conclusions and Future Work

Location-aware system has advantages in various real-time applications. With these
advantages, the scope of data collection, its availability for public usage and analysis
for statistics are equally important to study and discuss. In traditional approach, data
security uses data hiding approach for protection which in-turn uses data replacement
with fake data. Such approaches are not much secure and easy to break with high com-
putational device. Thus, there is a strong need to develop cryptographic primitives-based
location-aware services that promises data security in all data stages (storage, processing
and transmission). In this work, an application is developed for Industry 4.0 to enable
encryption and decryption of location using RSA algorithm, which gives access to the
location to only authorized users. This work has considered subset as a key and help to
locate the correct location. The server keeps the details of the location in a confidential
way, will be shared with only valid clients who verifies the sum of subset. The depart-
ments such as navy and army can use this application to transfer their message with high
security. Further, Police personnel can also use this application for the decryption of
messages of anti-social elements. Presently, this is a desktop based application, which
can be extended for mobile devices in the future. Currently, this application is tested
using single client and server but this application can be tested using multiple clients.
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